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ER-3 B HIAR I & :

1.1% 5 ETH1 15 WAN, 3N J53 A DHCP

Welcome ubnt *  to ubnt

Services

Routes
connected
static
rip
ospf
bgp
total

OSPF is disabled
dareas

AT is disabled

rules

Firewall is disabled

rulesets
rules

DHCP is disabled
active servers
inactive servers

Interfaces ~

Dashboard Traffic Analysis Routing Firewall/NAT

Tx Rate (Kbps)

Services

Rx Rate (Kbps)

Config Tree Wizards

Hide Distribution

Add Interface ¥ |

Descriprion

etho

eth

eth2

Showing 1to 3 of 3 entries

Ethernet

Interface Type =~ IP Addr

etho ethernet 192.168.1.1/24

eth1 ethernet

eth2 ethernet

Tx

17.12 Kbps

0 bps

0bps

Rx
1.39 Kbps
0 bps

0 bps

Search:

- Actions

Connected | Actions * |

Config

Disable




Interfaces

Hide Distribution

Bl o 12 _
30 Tx Rate (Kbps) R:ﬁ{ace {Kops)
et 10 - .
25
eth2 3
20
5 = 6
B Interface Configuration for ethi
10 4
Description | osni |
5 Alaasi d 2
ninalslulininalialinntinalual
L L L LT
Address |Use pHCP | v
- | + Addip - - :
Add Interface « | ! " PPPoE Search |
MTU o N y
Description Speed/Buplex | Auto negotiation ¥ | - MTU 2 i3 Rx - Status o Actions
Proxy ARP i S—
etho 24 1500 17.071 Kbps 1.39 Kbps Connected Actions ¥
eth B Save ® Cancel 1500 0 bps 0 bps Disconnec Actions ¥ |
eth2 eth2 ethernet 1500 0 bps 0 bps Actions

Showing 1to 3 of 3 entries

2% B NAT



Welcome ubnt ¥  to ubnt

Firewall Policies

Port Forwarding

+ Add Source NAT Rule B Save Rule Order

Order - Description

No rules available.

+ Add Destination NAT Rule B Save Rule Order

Order - Description

No rules available.

Firewall/NAT Groups

o Source

- Source

<

<>

Traffic Analysis

Destination

Destination

Routing

Firewall/NAT

Services

Translation

Translation

Users Config Tree

search |

Count

Search:

Count

Wizards




EOQEMAX  c..cvovcs oo aa - . B i Toobor -

Source NAT Rule Configu

Welcome ubnt * 1o ubnt

Description AT Config Tree Wizards
Port Forwarding Firewall Policies Firewall/NAT Groups Enable <.
d Outbound Interface * _ Vi
+ Add Seurce NAT Rule @ Save Rule Order = l_FWAN H Search
Translation * | ® Use Masgquerade 3 |
Order - Description - Source Specify address and/or part - Count
1 NAT Exclude from NAT o Actions v

Enable Logging
Showing 1 1o 1 of 1 entries
Protocol ®/ All protocols

1 \ TCP

+ Add Destination NAT Rule @ Save Rule Order T Search

Order - Description EollicE ane s

(33
wn
=}
&

slation > Count
Choose a protocol by name

No rules available.
Enter a protocol number

Src Address

Src Port

Src Address Group —- ¥ |or Interface Addr | — v
5rc Network Group ==T |

Src Port Group —= ¥

Dest Address

Dest Port

Dest Address Group — ¥ | or Interface Addr | — v
Dest Network Group i

Decr Port Cro o ¢

B Save ® Cancel

3. 7% E ETH2 SN LAN 56 IP: 192.168.100.1/24, 617 VLAN10 i1 VLAN20, [543 5i%F M 192.168.10.1 F1 192.168.20.1



Interfaces Hide Distribution

W =0 25

Tx Rate (Kbps)
eth1 - B

14 R Rate (Kbps)
12
ethz 4
snlizifi.ailinsisislnllcnliinicsniianlifani=l

Add Interface = Interface Configuration for eth2 - Ethernet | WLAN | PPPOE Search |

- - I
=1 L =]
[ = R =]

un
F =

Description Description < Interface - Type « IP Addr < MTU & Tx Rx - Status < Actlons
ethl Enable il - ethd ethernet 162.168.1.1/24 1500 22.95 Kbps 2.16 Kbps Connected Actions ~ |
ethi s il RS Kl s etht ethernat 1500 0 bps 0 bps Disconnected Actions v |
eth2 | 192. 163,100, 1/24 0 gth2 ethernet  192.168.100.1/24 1500 0 bps 0bps d | Actions ~ |
Showing 1 to 3 of 3 entrieg ’ s
| * Add IP
Mid | 1500 I

Speed/Duplex | Auto negotiation ¥ |
Proxy ARP

B Save ® Cancel




Welcome ubnt ~

Services

to ubnt

Interfaces -

Dashboard

Traffic Analysis Routing

Hrewall/NAT

Services Users

Config Tree Wizards

Routes

connecied
static

rip

ospf

bgp

total

OSPF is disabled

areas

NAT is disabled

rules

Firewall is disabled

rulesets
rules

DHCP is disabled

active servers
Inactive servers

N oo o an

0

W =0

Hide Distribution

\Rx Ramgi(Kbps) |
Ihimiiiialninkiiiiiinaiia

etn1 20
eth2
15
16 Create New VLAN
5 waND* [ g
Interface * | eth2 v
Description |
Add Interface ~ MTU | 1500
D s Address Hanually define IP address ¥ | n
<
Add PPPoE ;
ethd i 192, 168, 10, 1/24 24
eth2

Showing 1 to 3 of 3 entries

eth2 ethernet

1500

1500

1500

Search
Tx Rx - Status ‘o Actions
23.26 Kbps 11.83 Kbps Connected | Actions ¥
0 bps 0 bps | Actions ¥
0bps Obps | Actions ¥




Welcome ubnt ~

Services

Routes
connected
static
rip
ospf

bgp
total

OSPF is disabled

areas

NAT is disabled

rules

Firewall is disabled
rulesets
rules

DHCP is disabled
active servers
inactive servers

to ubnt

N o oo oM

nfa

Dashboard Firewall/NAT

Traffic Analysis Routing

Interfaces

Services Users Config Tree Wizards

Hide Distribution

12

W o -
25 ﬂ}: Rate (Kps) ,fﬁx Ratﬁgﬂ(bps} |
eth! = B 10 = s |
ethz i g
h2.
eth2.10 15 &
10 Create New VLAN “
3 VLANID * 2 I I
_ TS ST R A R A
Interface * eth2
Description
Add Interface ¥ MTU PPPOE | Search|
Add VLAN  fj—
DI A & MU & Tx Rx ~  Staws & Actions
4dd PEPOE
il 192.168.20. 1/24 24 1500 25.17 Kbps 11.58 Kbps Connected | Actions ¥ |
st 150 0bps 0bps c Actions_
eth2 eth2 ethernet 1500 0 bps 0 bps Dis | Actions ¥ |
eth2.10 eth2.10 vian 192.168.10.1/24 1500 0bps 0bps D Actions w

Showing 1 to 4 of 4 entries




Welcome ubnt ~ to ubnt

Dashboard Traffic Analysis Routing Firewall/NAT Services Config Tree Wizards
Services Interfaces ~ Hide Distribution
Routes . ath0 70
connected 3 250 Tx Rate (Kops) Rx Rate (Kops)
: eth1 60
static 0
rip 0 etn2 0 50
ospf 0 A
. 150 0
bep 0 eth2.10
total 2 eth2.20 100 30
20
OSPF is disabled 50

10 l
areas nfa I I I I I
B-8 B 8 _H_0 B

NAT is enabled

rules 1 | | | | [

| Add Interface w | Ethernet |  VLAN | PPPOE | Search | |
Eirewall is disabled o .
Description T Interface - Type = IP Addr = MTU % Tx Rx - Status = Actions
rulesets 0
e L etho ethd etherner  192.168.1.1/24 1500 24.19 Kops 1.28 Kops Connected | Actions ¥ |
DHCP is enabled ethi ethi ethernet 1500 0 bps 0 bps | Actons * |
active servers 1 P |
3 3 eth2 eth2 ethernet 162.168.100.1/24 1500 0 bps 0 bps Actions ¥
inactive servers 0 - -
eth2.10 eth2.10 vian 162.168.10.1/24 1500 0 bps 0 bps | Actions ¥
eth2.20 eth2.20 vian 162.168.20.1/24 1500 0 bps 0 bps | Actons * |

Showing 1to 5 of 5 entries

- ©Coprgm02006UnigumNenworks inc |
4817 N DHCP IR %%



Welcome ubnt *  to ubnt

Dashboard Traffic Analysis Routing Firewall/NAT Users Config Tree Wizards

DHCP Server

+ Add DHCP Serverﬁ.___\_h Search

Name a Subnet e Pool size ate D Server B Static £

No DHCP servers configured.

BHCP Name * Lanl i
Subnet * | 192. 168, 100.0/24 o
Range Start 192, 168, 100. 10 L.
Range Stop | 132, 168. 100, 254 |0
Router :_192. 168, 100. 1 |
DN5 1 | 114.114.114.114

DNS 2 | ‘
Unifi Controller 157, 168, 79, 79 |0
Enable Cd V

,u Save \




Welcome ubnt *  to ubnt Dashboard

Traffic Analysis Routing Firewall/NAT services Users Config Tree Wizards
DHCP Server DNS
+ Add DHCP Server ‘ Search
Name - Subnet £ Pool si eate DHCP Server ~ Static =
LAN 192.168.100.0/24 245 s 0 | Actions * |
DHEP Name * VLAl o
Showing 1to 1of 1 entries = :
Subnet * 152, 168. 10. 0/24 |0
Range Start 192, 168. 10. 2 0
Range Stop | 182, 188. 10. 25¢ i
Router 192,168, 10. 1
DHS1 114,114, 114.114
DNS 2
Unifi Controller o
Enable L
| @ Save




Welcome ubnt *  to ubnt

Dashboard Traific Analysis Routing Firewall/NAT services Config Tree Wizards

DHCP Server

| + Add DHCP server

Srear(h=
Name - Subnet e e Static <
LAN 192.168.100.0/24 245 § ’ —
DHCP Name * YLANZO 9
VLANTO 192.168.10.0/24 253 " | ’ S
subnet 192. 168, 20.0/24 o
Showing 1to 2 of 2 antries | JL
Range Start 192,168, 20.2 o
Range Stop | 192, 168. 20. 254 o
Router 192, 186. 20. 1
DN5 1 | 114.114.114. 114 ‘
DNS 2
Unifi Controller 0
Enable L4
7\
B Save




i ChsEbat S b Dashboard Traffic Analysis Routing Firewall/NAT Services Config Tree Wizards

DHCP Server DNS
| 4 Add DHCP Server Search "
Name - Subnet - Pool size 2 Leased £ Available = Static e
LAN 152.168.100.0/24 245 0 245 1] ‘- Acions ¥ |
VLAN10 152.168.10.0/24 253 0 253 o | Acions ¥ |
VLAN20 1592.168.20.0/24 253 0 253 1] Actions ¥ |

Showing 1 1o 3 of 3 entries

ES-8-150W X #HHL iK% B :
14 WEB T ) VLAN [l S0t A8 e L A7 B 0 (I i — T, 4550 b LT 40 28 i [ 1)



FodgeMAX~ ...

Log Out

Basic > VLAN

_ Sl itching ¥ Routing ¥

PoE Configuration Port Mirroring Firmware Upgrade Restart Switch

Security ¥

Dashboard Port Summary Port Channel (LAt

VLAN Wizard

Trunk Port Port Channels

Display |41 ¥ | rows Showing 1 to 1 of 1 entries

VLAN

Port Participation: T Tagged U Untagged E Exclude Q Other Apply to All Ports
1D

default 1 i’ Pan ﬁhaﬁnels
uUuvuuvuuuvuuvuuu u uuu
2
Enter VLAN ID in the range 2 to 4093.
Use ' to specify a range and ', to separate VLAN IDs or VLAN ranges in the list.

Refresh

2.6 VLAN10 £ VLAN20



ic> : : : -

Dashboard Port Summary Port Channel (LAG) PoE Configuration Port Mirroring Firmware Upgrade Restart Switch
VLAN Wizard
Trunk Port 1 & Port Channels

Display |&l ¥ | rows Showing 1 to 3 of 3 entries

VLAN
Name Port Participation: T Tagged U Untagged E Exclude Q Other Apply to All Ports
10}
1 1 9 Port Channels T\] o 1\7
default Ul oo T E
uUuvuuuvuuuvuuvu u Uuuu
10 v 1 L] Port Channels r ol E
i E| EEE -
ELE EE E E E'E E E EE
[ 20 [ | 1 9 Port Channels r |lollE
I_VLANZO | EEE
EEEE E EEE E E E E
2 | add |

Enter VLAN ID in the range 2 to 4093.
Use “' to specify a range and ' to separate VLAN IDs or VLAN ranges in the list.

| Refresh ‘

3.AZHML 1 AT 2 VBN Trunk, fo¥FZAN VLAN id 3@3d, A4E VIAN 4 VIANL. # 3 A1 4 D4R HE VLANTL, 7F VIANL AT s RHME A N B, 76 3
HANA VLAN10, ZSE VLAN 4 VLAN10, IRZAN untagged, Bl 3 [1F VLAN10 fEE N U. [FIFE, 4 EIIN VLAN20.



ic > . ; : 5
Basic > VLAN _ System ¥ Switching ¥ Routing ¥ Security ¥

Dashboard Port Summary Port Channel (LAG) PoE Configuration Port Mirroring Firmware Upgrade Restart Switch

VLAN Wizard

Port Channels

Trunk Port

Display 4l v | rows

Showing 1 to 3 of 3 entries

Port Participation: T Tagged U Untagged E Exclude Q Other Apply to All Ports

! default { ) Pﬁ”ﬁhawe“’ Lz Ll Cs
fEvuvuvu U | Uuu
[ 10 | ano 1 gE Pgn[éhanEne\s [t |
E

E:E E

20 | 1 9 Port Channels | | =
VLANZ0 Lz E
EjEE

E
E[EEEE E|EEE

2 Add

Enter VLAN ID in the range 2 to 4093.
Use - to specify a range and ' to separate VLAN IDs or VLAN ranges in the list.

| Refresh Submit s\\__

UAPHKE.

1.%H UAP



k) e Lk
U : Unifi AL Default v
Fiz/Ean 0 [ Ap ) | REO | % a
7 BEEE 1P HdE " ne EL3ES TR B — %
Q)  00:27:22:f0:29:59 192.168.79.11 FHmn UniFi AP 3.7.37.6065 1h 54m 9s (S

HERTE 1-197, 8 LR {T. SRREL:

2.7F SSID Abi% B ¥/ WiFi, VLAN ID 4351 10 1 20

50



%ﬁ@éﬁ WLAN B2 | Default &

L £

=1

TEFE AR ARIEERS

Hotspot 2.0
(s

BREEE & P | Ml

+ BIEFHEERE G WILAN 25 REER ir 4 - FHiTE

AP RERE
DPI

Pt i
2

Ha&




TR
Hotspot 2.0
FE

BREEE & P iE | Milm

HEI&R

oL P 4

ol s T e
£ Hr/5SID

25H

L] &k
VLAN
33 5SID

FA P R ET 4

eHigE

[0 a02.1 137k 2= {=4r

WiF-10

BRI
® Fin WEP  WPAMA WPA {1k

& (FIETLAIE 1REAE, $EA)

¥ EEVIAN #VIANID 10
1% SSID

Default

/1N Note that the configuration and rate limits of this user group

will be ignored by any client that has a user group already

selected

FEFHEHHEEEE R, (UAPSD)

B WLAN Btk




F RIS

Hotspot 2.0

&%

BEEIEE & P | Eilm

et A
REET

RFREEA
DPI

=%
=T
S

E"..

ToLk P 44

B LERE

ZFr/ 551D

[ =i |

O &gk

Ba%E SSID

FIP R

UAPSD

eHBE

[0 so2.113k S fn{=4p

WiFi-20
| BRET-FEE
® i WEP  WPA-A WPA 1k

R B (FICTUAE, SEESHIBIE, FA)

¥ F VLAN % VLANID | 20 |
T iz SSID

Default

1\ Note that the configuration and rate limits of this user group
will be ignored by any client that has a user group already

selected




e =0
Default ~  ubnt v

TELk P4
WLAN B4  Default

#1F

BZMNR: 2T 1 A UAP B 3RELI 1Py 100 B, 3 -
o v g %, A WIFi-10 ZREL 1P A R WiFi-20 2K .
B NI AR IX 73 B 2% B, BT WiFT W25 BORISR 52 Wi 45 B N 10 B, FERE WIFi-20 SRELU 1P O 20 B



SRES HRE

TR
U - UniFic - 5411 = Default v ubnt v

mx/znn 0 [ ar ) [RE0 | a
i B ER 1P it W oy SRS TEHE B — o
(0)  00:27:22:10:09:59 192.168.100.11 (=55 ] UniFi AP 3.7.37.6065 2h 8m 57 Qs Ges & An
w .
) HARRE 1117, £ 1ERT. SEAEH: s0
oR




UfﬁFi' an [~ EEte] RS

Default v ubnt v
BTl - =in o) [ae ) [ 2O Py Q
i BEER 1P it " me PR e i — B
O)  00:27:22:0:29:59 (552 UniFi AP 3.7.37.6065 2h 8m 57s Q= (MeEa KA
- D pe
EHIER > ArEEHERE > SR v Q| | EEEEHER P
A VPN iz
fa'e] = FlEEHeEE :
R EERARSSEIHREEE
EEESME e
2 EREREeE EETIERE
FSREEAE WiFi-10 2 EISE: Internet
AR sl WLAN (WiFi-10)
Y WiFi-10
all WLAN 7% e X
| |
#0 A— 9 WiFi-20
- RS REES (D): 7
)= & =
&= TR DNS B8 -
1PvA et Internet i intel(R) Dual Band Wireless-AC 3165 "(f; MikroTik-6F1731
IPv6 HEE: FoRZZIRHRAIER B 58-FB-84-52-33-84 . {
IR BER B/EF DHCP =
SSID: WiFi-10 1Pv4 it 7 EDCwifi-5G
FLERTED: 06:14:40 IP\E?I@%E\ 255.255.255.0 . A
— 72.2 Mbps Eﬁ%ﬁé@ﬂﬂﬁ‘h‘ﬂ 201753878 20:43:25
o ,51!! LI HAR9ATE) 201743580 20:43:25 EDCwt
™~ ZEEE EERE: i 1Pv4 ZRIAFDE 192.168.10.1 /7 I
e Internet R ! . IPv4 DHCP BREEE 192.168.10.1
A, Windows Biskis FEEEE.. || FEREIE(W) | IPv4 DNS FRERE 114.114.114.114
1Pv4 WINS BBSRE
% £ .
D e i BB NetBIOS over Tepip =
EE ) -ﬁ I IPV6 fit feB0:57:f46:9365:3a54%9
- BEE — * [ || 1Pv6 BRIARE L
| IPv6 DNS BREZ88




f=
CUniFir san

ERach

axmEsn o [arm [mEo |

Default v

i BBk 1P Huht s HE [GlidE S TeEi K #EF — o
00:27:22:0:29:59 (=53 UniFi AP 3.7.37.6065 2h 9m 425 l e (bER & HE
1l
P s
A B pHEE > FREREERR > RESEDG v O EREHER 2
” . VPN &
oR = BIEEHEEE -
TR EEEANEEEHEEER
C EEENAE o
FEEREAE LS
ENERREEE WiFi-20 2 hEEEE: Internet
SRS sl WLAN (WiFi-20)
9 WiFi-20
ERSRE (i -
- -
offll WLAN 375 X = X ‘
= 9 wiFi-10
= RIERTAER(D): G F
- Bt [E]
JEESTER DNS B8 ) . .
- MikroTik-6F1731
1Pv4 Xeige: Internet Tk Intel(R) Dual Band Wireless-AC 3165 VA :
1PV iz FoRIEEAFIER TR 58-FB-84-52-33-84 :
RS B BB DHCP 2 n
SSID: WiFi-20 1Pu4 Hatle V7 EDCwifi-5G
e 06:16:06 IP\: ?ﬂﬁ?ﬂt 255.255.255.0
o 72.2 Mbps Rﬁ#ﬁé@ﬂ'ﬂﬂﬁ@ 201743570 20:44:56 »
SEsE !!!!! FELDITRARA R 20175388H 20:44:56 EDCwifi
§ EERE: 1Pv4 ERARISE 192.168.20.1
IREETIET L 1Pv4 DHCP BRESE 192.168.20.1
Windows Prkig BEEE(E)... \ \ FEEEIE(W) ‘ IPv4 DNS fRéS38 114.114.114.114
TR L 1Pv4 WINS fRE25
=E = EUER NetBIOS over Tepip 2
& . AR 1Pv6 HEhE feB0::5f7:f46f:9365:3a54%9
ERE — = e | Ipve BRARIE r
IPv6 DNS B35

AL 3 O EIREU P A 10 B, 4 1 EFREUAT 1P A 20 B, 5-8 I EFRENM 1P A 100 B .




Log Out

ic> : 2 - :

Dashboard Port Summary Port Channel (LAG) PoE Configuration Port Mirroring Firmware Upgrade Restart Switch

Port Summary

Display (10 ¥ | rows Showing 1 to 10 of 16 entries Filter
Physical
Interface ¢ Port Description ¢ Type < Admin Mode % & Physical Status ¢ STP Mode ] LACP Mode & Link Status £
Mode
0/1 Normal Enabled Auto 1000 Mbps Full Duplex Enabled Enabled Link Up
0/2 Normal Enabled Auto 100 Mbps Full Duplex Enabled Enabled Link Up
L4 0/3 Normal Enabled Auto 1000 Mbps Full Duplex Enabled Enabled Link Up
Enabled Enabled Link Down
Enabled Enabled Link Down
Enabled Enabled Link Down
Enabled Enabled Link Down
Enabled Enabled Link Down
Enabled Enabled Link Down

Enabled Enabled Link Down




EngMAx E v ort ] 2 = B Log Out

EdsiccLOLE Summary _ Basic ¥ System ¥ Switching * Routing ¥ Security ¥

Dashboard Port Summary Port Channel (LAG) PoE Configuration Port Mirroring Firmware Upgrade Restart Switch

Port Summary

Display |10 ¥ | rows Showing 1 to 10 of 16 entries Filter.
Physical
Interface s Port Description s Type $ Admin Mode % $ Physical Status ] STP Mode ] LACP Mode £ Link Status  $
Mode
01 Nommal Enabled Auto 1000 Mbps Full Duplex Enabled Enabled Link Up
0/2 Normal Enabled Auto 100 Mbps Full Duplex Enabled Enabled Link Up
| 0/3 Normal Enabled Auto Enabled Enabled Link Down
L4 0/4 Normal Enabled Auto 1000 Mbps Full Duplex Enabled Enabled Link Up
Enabled Enabled Link Down
Enabled Enabled Link Down
Enabled Enabled Link Down
Enabled Enabled Link Down
Enabled Enabled Link Down

Enabled Enabled Link Down




FolgeMAX . =

ic > 5 ; 5 - -
Eie Bt ummacy _ Basic ¥ System ¥ Switching * Routing ~ Security ~

Dashboard Port Summary Port Channel (LAG) PoE Configuration Port Mirroring Firmware Upgrade Restart Switch

Port Summary

Display [10 ¥ | rows

Showing 1 to 10 of 16 entries Filter:
Physical
Interface < Port Description < Type ¢ Admin Mode £ s Physical Status t+ STP Mode ¢ LACP Mode £ Link Status £
Mode
01 Normal Enabled Auto 1000 Mbps Full Duplex Enabled Enabled Link Up
0/2 Normal Enabled Auto 100 Mbps Full Duplex Enabled Enabled Link Up
| 0/3 Normal Enabled Auto Enabled Enabled Link- Down
0/4 Normal Enabled Auto Enabled Enabled Link Down
v 0/5 Normal Enabled Auto 1000 Mbps Full Duplex Enabled Enabled Link Up

- O b4 Enabled Enabled Link Down

Enabled Enabled Link Down
Enabled Enabled Link Down
Enabled Enabled Link Down

Enabled Enabled Link Down




